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Kaspersky - Controle de Aplicativos

* Application Startup Control

Usando as Regras de Controle de Inicializacao de Aplicativos, Bloquear aplicativos.

* Bloqueando pacotes de instalacao
Saiba como impedir que pacotes de instalacao como Setup.exe, Install.exe e qualquer
pacote MSI sejam acessados por usuarios nao autorizados.

* Categorizacao da aplicacao
Como identifico os aplicativos? Ao usar o Kaspersky Security Center, saiba como criar
categorias especificas de aplicativos, que podem ser listadas na lista branca e listadas na
lista negra pelo recurso Controle de Inicializacao da Aplicacao do Kaspersky Endpoint
Security para Windows.



Kaspersky - Controle de Aplicativos

* Application Startup Control

Usando as Regras de Controle de Inicializacao de Aplicativos, Bloquear aplicativos.
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Kaspersky - Controle de Aplicativos

* Application Startup Control

Testes de instalacao, e Execucao de Portable.
BitTorrent e uTorrent
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‘“,J ;(_] :b « Mover para ~ MK Excluir ~ %_jv ﬁ EE] e
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Area de Transferéncia Organizar Novo Abrir Selecionar
- ~ 4 < > Este Computador > Downloads v O Pesquisar Downloads P
C:\Users\norma.sampaio\DownIoad{\BitTorrent.exe I > Tamanho

3 Acesso ra'pill
Bl AreadeT
<} Downloac
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==| Documen|

O Windows n3o pode acessar o dispositivo, caminho ou arquivo especificado. Talvez vocé _
ndo tenha as permissoes adequadas para acessar o item. 9.058 KB

= | Imagens

Kaspersky Endpomnt Security 10 for
f@ OneDrive . E o Windows
Bloqueio de instalacao
[0 Este Computador - -
. BitTorrent bem sucedido
B Area de Trabalhc
i The executable ﬁle! BitTorrent.exe"\as been blocked from
==| Deocumentos starting according to an Application Startup Control rule.

<4 Downloads

Application Startup Control
Application startup prohibited

Information about file startup:

e Computer: DESKTOP-HTQSIBK
= | Imagens User: DESKTOP-HTQSIBK\horma.sampaio
J" Musi Rule that blocks file startup: Torrents
ESICas Date and time that the file was started: 17/03/2017
@ Videos 13:14:11
v
. . . Reguest access...
5 itens 1 item selecionado 3,15 MB
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C:\Users\norma.sampaio\DownIoads\Torrents_InstaIavei*uTorrent.exe I X Tamanho

3 Acesso ra'p:J
Area de Ti
<4 Downloac

=] DocumenJ

= |Imagens

2 IO92A VD
: . . s : . o . 3.234 KB

O Windows n3c pode acessar o dispositivo, caminho cu arquivo especificado. Talvez vocé s
ndo tenha as permissdes adequadas para acessar o item. 157 KB
1.693 KB
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1 item selecionado 1,65 MB

Kaspersky Endpoint Security 10 for
Windows

Application Startup Control
Application startup prohibited

B lo que io de in sta la (_;5 o de The executable ﬁli uTorrent.exehas been blocked from
x starting according to an Application Startup Control rule.
ulTorrent bem sucedido.

Information about file startup:

Computer: DESKTOP-HTQSIBK

User: DESKTOP-HTQSIBKhorma.sampaio

Rule that blocks file startup: Torrents

Date and time that the file was started: 17/03/2017
13:36:48
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C:\Users\norma.sampaio\DownIoads\Torrents_PortablequittorrentPortable_3.3.1 3.paf.exe I
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Bloqueio de Portable
de BitTorrent bem sucedido.

1 item selecionado 9,10 MB
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Windows

Application Startup Control
Application startup prohibited

The executable ﬁleI%BittorrentPortable 3.3. 13.Paf.exe'1as
been blocked from starting according to an Application

Startup Control rule.

Information about file startup:

Computer: DESKTOP-HTQSIBK

User: DESKTOP-HTQSIBKhorma.sampaio

Rule that blocks file startup: Torrents

Date and time that the file was started: 17/08/2017
13:39:149
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Torrents_Inst: #
é@ OneDrive

[0 Este Computador
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=| Documentos

<} Downloads

=  |Imagens
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3 itens

1 item selecionado 2,27 MB

Bloqueio de Portable
uTorrent bem sucedido

B i v = Nova Propriedades 2
'_J =l Copiar para IJ Renomear asia = & EZID fnverter. setecso
Organizar Novo Abrir Selecionar
Este Computador » Downloads » Torrents_Portable v O Pesquisar Torrents_Portable 2
C:\Users\norma.sampaio\DownIoads\Torrents_PortabIeiuTorrentPortable_3.5.0.43916_on|ine.pa... I X Tamanho
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O Windows n3c pode acessar o dispositivo, caminho cu arquivo especificado. Talvez vocé I
ndo tenha as permissdes adequadas para acessar o item. 9.325 KB
2.330 KB
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Kaspersky Endpont Security 10 for

Windows

Application Startup Control
Application startup prohibited

The executable ﬁl4 uTorrentPortable_3.5.0.43916 I
_online.paf.exe has been blocke om starung according to

an Application Startup Control rule.

Information about file startup:

Computer: DESKTOP-HTQSIBK

User: DESKTOP-HTQSIBKhorma.sampaio

Rule that blocks file startup: Torrents

Date and time that the file was started: 17/09/2017
13:42:00
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@ BitTorrent Install Wizard . >

F
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fx4 Welcome to the BitTorrent® Setup Wizard @ E
< o :

This wizard will guide you through the installation of BitTorrent®, the #1 torrent download client on
desktops and mobile devices worldwide. BitTorrent® is a torrent client that allows you to download files

quickly and efficiently.

Version 7.10.0 (Build 43917) by BitTorrent Inc.
Gk BExtto. conumnae. Paramos o Endpoint Kaspersky ( usando a

senha ), para poder instalar o BitTorrent.

Este € inicio do processo de instalacao, que
terminou OK.

. j “ance
4 ite == | [&

POR 09:45
&

AN 7 V) pre>  10/00/2017




(@ BitTorrent 7.10 (build 43917) [32-bit]

Ficheiro Opcgdes Ajuda

@ Now

= (@ Upgrade to Pro

Game Store 2 S
Free movies, music and more.

@ T4 Torrentes (0)
+1 @ Roétulos
Fontes (0)

O Dispositivos (0) o

75 = — Y"q F,_ (v‘
ADVERTISEMENT e | ks ™M

—(4q

CARTUN

ANIMATION | ‘ DOCUMENTARY

|| tNDIE FiLm |

>



¥ B

Lixeira Curriculum_...
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CA\Users\norma.sampaic\AppData\Roaming\BitTorrent} BitTorrent.exe T s 5 =
O Windows ndc pode acessar o dispositivo, caminho cu arquivo especificado. Talvez vocé
q n3o tenha as permissoes adequadas para acessar o item.
&
Google
Chrome
Kaspersky Endpoint Security 10 for [ | Ry w—
Windows ’

Application Startup Control
Application startup prohibited

The executable file BitTorrent.exe has been blocked from
starting according to an Application Startup Control rule.

l@ Bloqueio de execucao bem

BitTorrent i S £
sucedido. Simulamos o seguinte

Information about file startup:

Computer: DESKTOP-HTQSIBK

User: DESKTOP-HTQSIBKhorma.sampaio

Rule that blocks file startup: Torrents

Date and time that the file was started: 13/03/2017
09:58:21

| ambiente: Torrente ja instalado,
que recebeu depois a politica com
o bloqueio configurado.

Vitae Nei... Reguest access...

Curriculum

- B : POR  09:58
—H O () (g = AN 7@ D) prgy 19002017



Kaspersky - Controle de Aplicativos

* Application Startup Control

Selecionando relatdrio de aplicativos bloqueados, e relatorio de
de aplicativos instalados, independente de bloqueio, para envio
por e-mail.
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H = Relatdrio de Servidor de Administragdo do Kaspersky Security Center (Relatério sobre os aplicativos instalados) - Mensagem (HTML)
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Relatorio de Servidor de Administracdo do Kaspersky Security Center (Relatério sobre os aplicativos instalados)

o Se houver problemas com o modoe de exibicdo desta mensagem, clique agui para exibi-la em um navegador da Web.

Kaspersky Security Center

Relatdrio sobre os aplicativos instalados
Sunday, September 17, 2017 3:03:11 PM

Relatério sobre todos os aplicativos instalados para todos os grupos
3 3 3 Fabricanies de soft wars:

z L | AD Kasparsky Lab: 2
1 | Mirezafi Corpasmtion: 3
() Pirlorm: 2

I Goaghe Inc: 2

||| Kaspersky Lab: 2

|| Mozils: 2

|7 | Adobe Systams Incoiporated: 1

| | AdsbaSystarss, Ino: |

[ Arherecing.: 1

[ Banon ik 1

[}l Bandizoft com: 1

Mimer de compui=dones

1
9

| | \H’[’l’ln‘l

Surnario:
Fabricante Mumero de produtos
Adobe Systems Incorporated 3

- [ [
(Y
Marcar como Categorizar Acompanhamento
Mao Lida &
Marcas

Mamero de computadores

1

3 p
d

» .
. R

Zoom
Zoom -
15:03
KASPER§KY2
Grupos




‘ ‘ Rexcon Consultoria
l ' WWW.rexcon.com.br

-
‘-—& .

\.-.g

/

-——-%
— ~ y,(A’PERSl(Y.sL -

————

REXCON parceiro Kaspersky Lab

Leandro Ferreira (21) 3046-5880 / 98088-5538 Tim / 96702-6698 Vivo
leandro.ferreira@rexcon.com.br




