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Boas praticas para protecao de endpoints

* Planejando as instalacoes do KSC e KES

* Selecionando o Banco de Dados para o KSC

* Configurando as politicas de protecao / politicas do agente de rede
» Tarefas de Varredura / Atualizacao / Inventario

* Realocacao de computadores / Instalacdo automatica



Boas praticas para protecao de endpoints
Planejando as instalacao do KSC e KES

* Numero total de endpoints

* Definir o Hardware do servidor KSC

* Unidades ( Escritérios locais / filiais )

 Tarefas de Atualizacao / Varredura / Inventario
* Filiais com links de comunicacao reduzidos



Boas praticas para protecao de endpoints
Planejando as instalacdes do KSC e KES

Numero total de endpoints

* Informacao importante para planejar a implementacao, tarefas, etc
*<1.000 Ep, o HW do KSC 2 CPUs —4 Gb RAM, 150 Gb HD

* 1.000 até 5.000 Ep, o HW do KSC 4 CPUs — 8 Gb RAM, 200 Gb HD
*>5.000 Ep, o HW do KSC 8 CPUs — 16 Gb RAM, 250 Gb HD

> 2.000 Ep. recomenda-se SQL SERVER corporativo

* > 5.000 Ep. é obrigatorio o uso de SQL SERVER corporativo



Boas praticas para protecao de endpoints
Planejando as instalacdes do KSC e KES

Unidades ( Escritdrios locais / filiais )

* Empresas com somente um escritorio central, utilizar um servidor
KSC + update agents selecionados pelo proprio KSC

* Empresas com filiais, podem ser utilizados dois cenarios:

- Filiais com grande numero de computadores e suporte local - Servidor KSC Slave
- Filiais com pequeno numero de computadores e sem suporte local - Update agents



Boas praticas para protecao de endpoints
Planejando as instalacoes do KSC e KES
Update Agents / Agentes de Atualizacao

* Podem ser atribuidos de forma automatica em empresas sem filiais.
Ao utilizar de forma manual, a recomendacao é um update agent a
cada 100 computadores na mesma rede local

A configuracao é realizada nas propriedades do servidor KSC



do WIN-XI035¥M200C

Agentes de atualizacdo

Geral
[ atribuir automaticamente os agentes de atualizacdo
Motificacdo de eventos

Chaves

Computador I

Servidor procey do KM

El adicionar computadores — | Of =

Configuragdies

Ataque ds virus Adicionar o agente de atualizacdo Kl E3

enciados
Trafeqa
l] Secure Mail Gateway
D LEMOYO-LEANDR.O

Selecionar |v | ] WIN-RI0FEMZO0C

Armazenamento de eventos Computadaor para agir como o agente de atualizacdo:

Servidor da Web I

Sequranca

Funcdies de usuario Conjunto de computadores associados com este agente de atualizacdo:

Agentes de atualizacdo I S elecionar | ~ |

Regras de identificacio

Configuracdes de entrega da notificacdo

Avangado Ok | Cancelar |

(a4 I Cancelar |

4

Adicionar | Propriedades |

Az subredes MLA sd0 usadas para definir o escopo dos agentes de atualizacdo, Yocg também pode ativar a atribuicdo automatica de agentes de atualizacdo para subredes HLA selecionadas.

Confiqurar subredes MLA

Ajuda oK | Cancelar | Aplicar |
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Boas praticas para protecao de endpoints
Planejando as instalacoes do KSC e KES

Connection Gateways

Ao configurar um update agent como connection gateway, vocé
garante que todos os computadores daquele grupo nao irao se
cominicar com o KSC diretamente

A configuracao é realizada nas propriedades da politica do agente de
rede

https://support.kaspersky.com/10601



https://support.kaspersky.com/10601

Boas praticas para protecao de endpoints
Selecionando o Banco de Dados para o KSC

Até 2.000 Ep. recomenda-se segui com a instalacao SQL SERVER
EXPRESS ( nativo do instalador KSC )

> 2.000 e < 5.000 Ep. recomenda-se SQL SERVER EXPRESS pode
crescer até o limite de 10 Gb, e ser necessaria uma migracao para a
Versao corporativa

> 5.000 Ep. € obrigatorio o uso de SQL SERVER corporativo

Hardware recomendado para o servidor SQL corporativo
De 2.000 até 5.000 Ep. -1 a 4 CPUs, 8 Gb de RAM
Acima de 5.000 Ep. - 6 a 8 CPUs, 16 Gb de RAM



Boas praticas para protegao de endpomts

Confi
politicas do agente de rede

* Application Startup Control - Bloqueio de execucao de determinados
aplicativos, baseando-se em nome do sodtware, executavel, ou

categoria

* Application Privilege Control - Monitora o funcionamento de
aplicativos usando categorias e assinatura digital dos arquivos

* Device Control - Blogquear o acesso a dispositivos tais como
pendrives / HDs externos, unidades DVDs, etc

* Web Control - Bloquear o acesso a sites por categoria ou lista
inserida




['g Kaspersky Security Center 10

File  Action Wiew Help

Manter marcada a opcao de CONCEDER RECURSOS A OUTRAS APLICACOES

A EENEE =

DESmarcar a op¢cao de DUMPS, pois ocupa muito espaco em disco

035YM2000C

[J Computadores gerenciados

Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados

L1 Dispositivos nao atribuidos
I;_lI Selecies de computadores
= Politicas
Tarefas
= BB Avangado
AL Contas de usudrio
[ Gerenciamenta de aplicativos
B Instalacdo remaota
B8 criptoarafia e protecdo de dados
D Gerenciamento de Dispositivos Moveis
), Checagem de rede
= B repositérios
- Akualizacdes
Hardware
Quarentena
Backup
Arquivos ndo processados

Politicas
Computadores Politicas
a politica Importar polj#
Mome =

& Kaspersky Endpoint Security 10 Service Pack 1 Ma
a Kaspersky Security Cenker 10 Nebwork, Agent

& KS10WS

& Mobils para Android

& Mobile para Android SP MR2

[ Propriedades: Ep 10 SP 2 Win

Secdes

Anki-vi

aeneral Protection Settings
File: Anki-Wirus

Mail Anki-Yirus

Web Anki-Wirus

IM Anki-Yirus

Syskemn Watcher

Firewall

Mebwork Attack Blocker

Badl )36 Attack Prevent

Advanced Settings

Application Setkings

Reports and Storages
KSM Settings
Interface

KATA Endpoint Sensor

Perfis da poltica

Application Settings

Ipo
[& — Self-Defense Sattings
¥ Enable Self-Defense
| Disable external management of the system service zar
[& - Operating
|W| Settings of dump writing, rights to run group tasks and resource distribution

y

& [& Operating mode
¥ Postpone scheduled tasks while running on battery power
I ¥ Concede resources to other aﬂimﬁms I
[ allow use of local tasks
¥ Allow group tasks to be displayed
[ Allow management of group tasks
[ Use Kaspersky Security Center as proxy server for activation

™ send dump and trace files to Kaspersky Lab
[~ Enable dump and trace files protection

Ajuda

K | Cancelar | Aplicar |
A

juda v KASPERYKY#
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r& Kaspersky Security Center 10
File  Action Wiew Help

Manter marcadas as opcoes de Self-Defense

=] E3

Y= EREN s

¥** Importantissimo *** Manter pelo menos o Quick Scan para dispositivos removiveis

F. Kaspersky Security Center 10
[=l El Servidor de Administragdo WIk-XI03SYM200C
L[] Computadores gerenciados
L1 Dispositivos néo atribuidos

Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados

Politicas EN Propriedades: Ep 10 SP 2 Win E M=l E
0! selecies de computadores o . e .
= Politicas Secoes Application Settings
Tarefas Computadores Politicas Anbi-Virus prokection Ipo
= mm Avangado _ _ [& - Self-Defense Settings
. aeneral Protection Settings
1 Zonkas de usuario ¥ Enable SelfDefense
E IGerteTclelmentD u:tie aplicativos Criar uma politica Importar politica d File Anki-Yirus [¥ Disable external management of the system service ar
nskalacdo remaota e
- Mail Anki-Y — i
B8 criptoarafia e protecdo de dados Al ANLFnE @ - Operating mode
D Gerenciamento de Dispositivos Moveis Mame = Web Anti-virus | Settings | Settings of dump writing, rights to run group tasks and resource distribution
+ h de red ] -
B Q checagem de red & Ep 10 MAC IM Anti-¥irus E_p -
= E Repositarios @ Ep 10 5P 2 Win roxy Server Settings
- Atuslizagdes & Kaspersky Endpoint Security 10 Service Pack 1 Ma,  2¥Stem Watcher | getngs | Addressis defined automatically, port 80
gztai::tr:na :1 E:?Ei;;ky Security Center 10 Network, Agent Firewwall @ -P rd protection [ES
Backy " Mebwork Aktack Elocker i — res
.D . & Mobile para Android | Settings | Password protection: Enabled
Arguivos ndo processados ‘o _ BadLISE Attack Prevention T
& Mobile para Android SP MRZ & — Background scan
Advanced Settings ™ Perform Idle Scan
Application Settings [& - Scan removable drives on connection
Reports and Storages Action on remaovable drive connection: IQuil:k Scan vI
kSN Settings Maximum removable drive size: I _1,]9,3_% ME
Interface
KATA Endpoint Sensor
Perfis da poltica
wile K Cancelar | Aplicar |
A
4| | 0
ajuda v KAJPERJKYS
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r& Kaspersky Security Center 10
File  Action Wiew Help

Manter marcadas as opcoes de KSN, pois aumenta o nivel de protecao do ambiente

=] E3

Y= EREN s

F. Kaspersky Security Center 10
[=l El Servidor de Administragdo WIk-XI03SYM200C
L[] Computadores gerenciados
L1 Dispositivos néo atribuidos
I;_lI Selecies de computadores
= Politicas
Tarefas
= BB Avangado
AL Contas de usudrio
[ Gerenciamenta de aplicativos
B Instalacdo remaota
B8 criptoarafia e protecdo de dados
D Gerenciamento de Dispositivos Moveis
), Checagem de rede
= B repositérios
- Akualizacdes
Hardware
Quarentena
Backup
Arquivos ndo processados

Servidor de Administracdo WIN-XI035VMZ00C = Computadores gerenciados

Politicas

Computadores Politicas

Criar uma politica Importar politica d

MNome =

& Ep 10 MAC

& Ep 10 5P 2 Win

a K.aspersky Endpoint Security 10 Service Pack 1 Ma

a Kaspersky Security Cenker 10 Nebwork, Agent
& KS10WS

& Mobils para Android
& Mobile para Android SP MRZ

EN Propriedades: Ep 10 SP 2 Win E M=l B3

Secdes

Anki-Yirus prokection
aeneral Protection Settings
File: Anki-Wirus
Mail Anki-Yirus
Web Anki-Wirus
IM Anki-Yirus
Syskemn Watcher
Firewall
Mebwork Attack Blocker
BadUsE Attack Prevention
Advanced Settings
Application Settings

Reports and Storages

KSM Settings

Interface
KATA Endpoint Sensor

Perfis da poltica

KEM Settings

KSN Settings

[& — KSN Settings

KSM provider: Global KSM
[& — KSN Proxy Settings

oo
Kaspersky Security Metwork (KSM) is a global service that provides instant response to threats and brings
together millions of users worldwide, When the application detects probably infected or unverified data
on the computer af a KSM member, this information is instantly relayed to the Mirus Lab. ar
Your participation in KSN will improve the chances of detecting new and sophisticated threats
and their sources, as well as targeted attacks.
V¥ 1 accept the KSN Statement and partidpation termst  KSN Participation Statement
res
res

v Use KsN proxy

[V Use KSM servers when KSN Proxy is not available

[& — Notifications about the availability of KSN servers

Computer status when KSM servers are unavailable: I'L"'.u'arning "I

Ajuda

K

Cancelar |
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r& Kaspersky Security Center 10

=S
Fle Action  Yiew  Help O Antivirus deve iniciar no startup do computador, e a opcao de deseinfeccao avancada marcada

Y= EREN s

Quando houver necessidade de tirar um programa da analise do AV, e realizado em Exclusion and Trusted

B

F. Kaspersky Security Center 10
[=l El Servidor de Administragdo WIk-XI03SYM200C
L[] Computadores gerenciados

L1 Dispositivos néo atribuidos
I;_lI Selecies de computadores
= Politicas
Tarefas
BB Avangado
AL Contas de usudrio
[ Gerenciamenta de aplicativos
B Instalacdo remaota
B8 criptoarafia e protecdo de dados
D Gerenciamento de Dispositivos Moveis
), Checagem de rede
= B repositérios
- Akualizacdes
Hardware
Quarentena
Backup
Arquivos ndo processados

|F‘|:|I|'ti|:as: 7

Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados

f"'Sl:arl:l J =2l 28 “r_ Kaspersky Security C...

Politicas [N Propriedades: Ep 10 SP 2 Win K E= 3
Secoes General Protection Settings
Computadores Politicas Anti-Wirus prokection Ipo
[& - General Settings
zeneral Protection Settings
— ¥ Start Kaspersky Endpoint Security 10 for Windows on computer startup
: : o File Anki-Yirus
Criar uma politica Importar politica d [¥ Enable Advanced Disinfection technology zar
Mail Anti-Yirus ¥ Enable Machine Learning technologies (0
Nu{me a Web Anki-Wirus [& — Objects for detection
@ Ep 10 MAC IM Anti-Virus
@ Ep 10 5P 2 'Win Detection of the fFollowing object types is enabled:
» ) ) ) Syskemn Watcher : -
& Kaspersky Endpaint Security 10 Service Pack 1 Ma - Viruses, worms, Trojans, and malicous tools; Settings
E1 Kaspersky Security Center 10 Metwork Agent Firewall - Adware, and auto-dialers; =5
E, KS10WS ebwork Attack Blocker -Packed files that may cause harm, and multi-packed files, res
& Mobile para Android
& Mobile para Android SP MRZ BadLISE Attack Prevention [& — Scan exclusions and trusted zone
Advanced Settings Scan exdusions: 308 (total 308) | Settings
Trusted ications: 7 (total 15
Application Settings | rusted applications: 7 ( )
Reports and Storages ﬁ —Monitored ports
rl “ _—nmm
KSN Settings Manitor all network ports | SeHings
¢ Monitor only selected ports —_—
Interface
KATA Endpoint Sensor
Perfis da poltica
wile K Cancelar | Aplicar |
A
4| | 0
ajuda v KAJPERJKYS
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r& Kaspersky Security Center 10

=] ES
File  Action Wiew Help
& | Hm0|E s HE
F. Kaspersky Security Center 10
= [ Servidor de Administragda WIN-KI035WM2GOC Servidor de Administracao WIN-XI035VM200C = Computadores gerenciados
L[] Computadores gerenciados
L1 Dispositivos néo atribuidos PO| iticas [N Propriedades: Ep 10 SP 2 Win Ed M=l E
1 ] . -
E SE|EFDES de computadores Secdes File Anti-Virus
= Politicas =
- _— . Y
: ;arefasd Computadores Paoliticas Anki-Yirus protection  File Anti-Virus [ loo
mm Avancado i ]
A Contas de ususrio aeneral Protection Settings This component rgsides in RAM, scanning all opened, saved, and active files to ensure maximum
[ Gerenciamenta de aplicativos Criar uma politica Importar politica d File Anki-Yirus B ar
= Instalagioremota Mail Anti-virus - Security level ey
B8 criptoarafia e protecdo de dados
[ Gerenciamento de Dispositivos Maveis Mome = Web Anti-Wirus Custom | Settings |
[+ h de red 1
: % R Ecai‘?”_" o RS M Ani-Virus | By default |
= eposi u:ur.u:us ] @ Ep 10 5P 2 Win a
- Atuslizacdes 3 B W atcher - : 1
d LI - — Action on threat detection = |
GEGUE G| T File AntiVirus — s
Quakrj-nlantena . \ Hlocke ™ Select action automatically
B:': e General | Performance | Additional | Histwark Attack Blocker {*' Select action: Disinfect. Delete if disinfection fails =
rquivos N3 i = »
— File t?m BadUsE atkack Presvention p EHSIﬂFECt Melhﬂr ﬂp‘;aﬂ
Al files Advanced Settings [¥ Delete if disinfection fails
f* Files scanned by format | Por formato de arquiy Application Settings
{" Files scanned by extension (1) Repotts and Storages
Protection scope KSM Settings
dk Add & Edit ¥ Delete Interface
3 All remavahle drives KATA Endpoint Sensor
&g# All hard drives Perfis da poltica
[0 52 Ainetwork arives | Nunca marcar =
wile K | Cancelar | Aplicar |
A
| 0
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r& Kaspersky Security Center 10

12| %]
File  Action Wiew Help
& | Hm0|E s HE
F. Kaspersky Security Center 10
= [ Servidor de Administrago WIN-1035YM2Q0C Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados
L[] Computadores gerenciados
E Dispositivos ndo atribuidos PDI iticas [N Propriedades: Ep 10 SP 2 Win K M=l E4
=l g . -
g gs:;;;;e: de computadores i N
- _— . Y
: ;arefasd Computadores Paoliticas Anki-Yirus protection  File Anti-Virus [ loo
am Avancado ) )
A Contas de ususrio aeneral Protection Settings This component resides in RAM, scanning all opened, saved, and active files to ensure maximum
[ Gerenciamenta de aplicativos Criar uma politica Importar politica d File Anki-Yirus B ar
B Instalacdo remaota Mail Anki-Yirus — Security level Jia B
B8 criptoarafia e protecdo de dados
[ Gerenciamento de Dispositivos Maveis Mome - Web Anki-Wirus Custom | Settings |
), Checagem de rede & E e
e p 10 MAC IM &Anki-Yirus
= E Repositdrios @ Ep 10 5P 2 Win | By default |
- Akualizacdes 3 em Watcher
— Action on threat detection [ |
Hardware E k Firewall 5
Quakrj-nlantena _ . \ Hlocke ™ Select action automatically
i?cuwpns . General _ml Additional I Mebwork Aktack Elocker Y £ dics i h=a
H —Scan thod BadUsE attack Prevention [¥ Disinfect
¥ signature Analysis Advanced Settings ¥ Delete if disinfection fails
W Heuristic Analysis Application Settings
: Reports and Storages
1 i 1 .
light scan medium scan deep scan KSM Settings
— Scan optimization Interface
W Scan only new and changed files kaTs Endpoint Sensor
—Scan of compound files Petfis da politica
[ Scan archives =
[™ Scan installation padkages )
W Scan Office formats Aluda Ik, | Cancelar | Aplicar |
Additional £
| 0
D Ok Cancel
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r& Kaspersky Security Center 10
File  Action Wiew Help

=] E3

Y= EREN s

F. Kaspersky Security Center 10
[=l El Servidor de Administragdo WIk-XI03SYM200C

L[] Computadores gerenciados
L1 Dispositivos néo atribuidos

Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados

Politicas [X Propriedades: Ep 10 SP 2 Win K M=l E1
T Selecties d tad . L
Q' oelecues de computadores Secbes File Anti-Virus
= Politicas =
: ;arefasd Computadores Paoliticas Anki-Yirus protection  File Anti-Virus [ loo
mm Avancado i ]
A Contas de ususrio aeneral Protection Settings This component resides in RAM, scanning all opened, saved, and active files to ensure maximum
. - | ] . o protection at all times.
E IGerteTclelmentD u:tie aplicativos Criar uma politica Importar politica d File Anki-Yirus ar
petdlapan remeta Mail Anti-virus — Security level 0=
B8 criptoarafia e protecdo de dados
[ Gerenciamento de Dispositivos Maveis Mome - Web Anki-Wirus Custom | Settings |
@ <
= G, Checaf;n?n.'u de rede & Ep 10 MAC IM Anki-Virus
E B repositérios & Ep 10 5P 2 Win | By default |
- Atuslizacdes 3 Em Watcher - : 1
d LI - — Action on threat detection = |
Hardwatre [4 File Anti-Virus — es
Quakrj-nlan Eena _ . \ Hlocke ™ Select action automatically
ETEUWDDS - General | performance | Additional Metwork Attack Blocker @ S ) res
H — Scan i BadUsE attack Prevention [¥ Disinfect
{* Smart mode Advanced Settings ¥ Delete if disinfection fails
™ On access and modification Application Settings
" On GCCESS Reports and Storages
(" On execution KSM Settings
- n tech g Interface
v iSwift Technaol
I S oy KATA Endpoint Sensor
W ichedker Technology
Perfis da poltica
— Pause task
™ By schedule Schedule |
[~ At application startup Select, .. | Ajuda K | Cancelar | Aplicar |
A
| 0
ajuda v KAJPERJKYS
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r& Kaspersky Security Center 10

12| %]
File  Action Wiew Help
& | Hm0|E s HE
F. Kaspersky Security Center 10
= [ Servidor de Administragda WIN-KI035WM2GOC Servidor de Administracao WIN-XI035VM200C = Computadores gerenciados
L[] Computadores gerenciados
L1 Dispositivos néo atribuidos PO| iticas [N Propriedades: Ep 10 SP 2 Win Ed M=l E
1 ] . .
E SE|EFDES de computadores Secdes Mail Anti-Virus
= Politicas =
Tarefas Computadores Paoliticas Anti-Virus prokection ¥ Mail Anti-Virus [& (e
= BB Avangado . .
A Contas de ususrio aeneral Protection Settings This compeonent scans incoming and outgoing messages for dangerous objects, The following protocols
O . to d licati | ] File Anti-vi are supported: POP3, SMTP, IMAF, MAPL, and MMTP.
= IerteTcleimen 0 te aplicativos Criar uma politica Importar politica d ile Anki-yirus ar
petdlapan remeta Mail Anti-virus — Security level =
B8 criptoarafia e protecdo de dados
[ Gerenciamento de Dispositivos Maveis Mome - Web Anki-Wirus - I - Recommended | Settings |
[+ h de red 1
= Q ecagem de rede & Ep 10 MAC 1M Anki-irus 1 - Optimal protecton | By default |
= B Rrepositirios 1@/ Ep 10 5P 2 Win - Recommended for most users VeIl
s atcher
Firewall i i €5
e i =l
Attachment filter | Additional | Metwark Attack Blacker Action on threat detection i res
— Protection scope BadUsE Attack Prevention " Select action agtomatimlly
Advanced Settings % Select action: Disinfect. Delete if disinfection fails
 Incom | | [V Disinfect
ncoming messages only Application Settings ey . .
— Connectivity ¥ Delete if disinfection fails
Reports and Storages
[V POP3 /SMTP | NNTP/IMAP traffic
KSM Sekti
v Additional: Microsoft Office Outlook extension FHIngs
| Settings | Interface
KATA Endpoint Sensor
— Scan of compound files
Perfis da poltica
¥ Scan attached archives
¥ Scan attached Office formats
[ Do notscan archives larger than Ajuda I Cancelar | aplicar |
[ Do not scan archives for more than o
| 0
ajuda v KAJPERJKYS
D Ok Cancel
Politicas: 7 | |
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r& Kaspersky Security Center 10

File  Action Wiew Help

=] E3

Y= EREN s

F. Kaspersky Security Center 10
[=l El Servidor de Administragdo WIk-XI03SYM200C

L[] Computadores gerenciados

L1 Dispositivos néo atribuidos Politicas
I;_lI Selecies de computadores

= Politicas

Tarefas Computadores

= BB Avangado
AL Contas de usudrio
[ Gerenciamenta de aplicativos
B Instalacdo remaota
B8 criptoarafia e protecdo de dados

[ Gerenciamento de Dispositivos Maveis Mome =

Criar uma politica Importar politica d

), Checagem de rede

& Ep 10 MAC
= B repositérios

& Ep 10 5P 2 Win

P& Mail Anti-Virus

General Addiﬁonall

" Disable filtering
I {* Rename spedfied attachment types I
{~ Delete specdfied attachment types

9 Add 47 Edit

&K Delete

*.asp
* bat
* bin
O =.chm
O =.da

*,cmd
*,com
*cpl

=dl

O =.doc

Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados

Politicas: 7

f“"Startl J L.Em2¢ “r_ Kaspersky Security C...

[ Propriedades: Ep 10 SP 2 Win Ed M=l E
Secoes Mail Anti-Virus
- _— . Y
Politicas Anti-Yirus prokection V¥ Mail Anti-Virus [&@ ino
izeneral Protection Settings This compeonent scans incoming and outgoing messages for dangerous objects, The following protocols
File Anti-vi are supported: POP3, SMTP, IMAF, MAPL, and MMTP.
ile Anki-yirus ar
Mail Anki-Yirus — Security level [&—
Web Anti-irus - I - Recommended | Settings |
IM Anki-Yirus - Optimal protection )
- - Recommended for most users | By default |
. Syskemn Watcher
Firewwall [ES
e i =l
Metwark Abtack Blocker Action on threat detection fia res
BadlJ3E Attack Prevention " Select action automatically
Advanced Settings % Select action: Disinfect. Delete if disinfection fails
| ¥ Disinfect
Application Setti
PRication S&ttings W Delete if disinfection fails
Reports and Storages
KSM Settings
Interface
KATA Endpoint Sensor
Perfis da poltica
=
wile K | Cancelar | Aplicar |
A
| 0
ajuda v KAJPERJKYS
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r& Kaspersky Security Center 10
File  Action Wiew Help

=] E3

Y= EREN s

F. Kaspersky Security Center 10
[=l El Servidor de Administragdo WIk-XI03SYM200C
L[] Computadores gerenciados

Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados

E Dispositivos ndo atribuidos PDI ﬂ] Cas [ Propriedades: Ep 10 SP 2 Win K M=l E4
31 A I
E SE|EFDES de computadores Secoes Web Anti-Virus
= Politicas =
Tarefas Computadores Paoliticas Anti-Virus prokection ¥ Web Anti-Virus [& (e
= BB Avangado . )
A Contas de usudrio General Protection Sethings This component scans inbound traffic on your computer,
(i | Gerencie:‘mentcu de aplicativos Criar uma politica Importar politica d File Anki-Yirus 5 rity level [@—] fzar
B Instalacdo remaota Ml Anti-Virus
B8 criptoarafia e protecdo de dados = I -  Recommended | Settings |
[0 serenciamenta de Dispositivos Maveis Mome = I Weh Anki-Wirus I . e
. - pamal protecuon
Q Checag?m de rede & Ep 10 MAC —— - - S EEE =] A TR | By default |
E E REpDSitDriDS @ EI:| 10 5P 2 'Win
e skemn Watcher = =
ah A ] res
Firewsl — Action on threat detection =
Trusted web addresses Metwark Attack Blocker ™ Select action automatically e
BadUsE Attack Prevention t* Block download
— Scan methods -
Advanced Settings " allow download
Application Settings
¥ Heuristic analysis for detecting viruses Reports and Storages
| KSM Settings
light scan medium scan Interface
— Anti-Phishing Settings KATA Endpaint Sensor
W Checkif links are listed in the database of phishing links Perfis da poltica
I¥ Heuristic analysis for detecting phishing links
wile K | Cancelar | Aplicar |
p Ok Cancel e
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ajuda v KAJPERJKYS
|F‘|:|I|'ti|:as: 7 | |
Y Sl:arl:l J L.Em2¢ J I ¥. Kaspersky Security C...

| PT

2K iy 1237



r& Kaspersky Security Center 10

Fle Action View Help Liberacao explicita de SITES
e 7@ olE s -

F. Kaspersky Security Center 10
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Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados

L1 Dispositivos néo atribuidos PDI ﬂ] Cas [X Propriedades: Ep 10 SP 2 Win E E=] B
I;_lI Selecies de computadores Secbes web Anti-Virus
=/ Puoliticas =
Tarefas Computadores Politicas Anti-Wirus protection “11% web anti-virus @ joo
= ua iaggc::':s de Usudrio General Protection Settings This component scans inbound traffic on your computer.
[ Gerenciamenta de aplicativos Importar politica d File Anki-Yirus | Security level E_1 Lar
B Instalacdo remata r— ' B
B8 criptoarafia e protecdo de dados Al ArErs - I -  Recommended | Settings |
[ Gerenciamento de Dispositivos Maveis Mome - Weh Anki-Wirus . . =
Q, rchecagem de rede & E . T - Optimal protection | By.default |
9= p 10 MAC 1M Anki-virus -Recommended for most users vd
= E Repaositdrios @ Ep 10 5P 2 Win _I_I
— = wskem Watcher - -
ah A I
Fireval — Action on threat detection = =
| General | Trusted web addresses Metwork Attack Blocker ™ select action automatically TEs
Web Anti-Virus does not scan web traffic from trusted web addresses. Badl 15 Attack Prevention *_Block download
Advanced Settings ™ Allow download
¥ Do not scan web traffic from trusted web addresses: - .
Application Settings

# Add &3 Edt % Delete Reports and Storages

* adventistas.org/* KSM Settings
Satec,com/*
* hasilvestre.org.br/*

Interface
KATA Endpoint Sensor

Perfis da poltica

Ajuda ok |

Cancelar | Aplicar |
A

0 Ok Cancel
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O IM Anti-virus pode ser DESmarcado, pois su protegao refere-se a IMs pouco utilizados no Brasil
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F. Kaspersky Security Center 10
[=l El Servidor de Administragdo WIk-XI03SYM200C
L[] Computadores gerenciados
L1 Dispositivos néo atribuidos
I;_lI Selecies de computadores
= Politicas
Tarefas
= BB Avangado
AL Contas de usudrio
[ Gerenciamenta de aplicativos
B Instalacdo remaota
B8 criptoarafia e protecdo de dados
D Gerenciamento de Dispositivos Moveis
), Checagem de rede
= B repositérios
- Akualizacdes
Hardware
Quarentena
Backup
Arquivos ndo processados

|F‘|:|I|'ti|:as: 7

Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados

f"'Sl:arl:l J L.Em2¢ “r_ Kaspersky Security C...

Politicas [N Propriedades: Ep 10 SP 2 Win K E= 3
Secoes IM Anti-Virus
Computadores Politicas Anti-Wirus prokection i e Ipo
General Probection Settings This component protects traffic for the following IM dients: ICQ, MSM, AIM (version 6.9, 1. 16 or earlier)
| ] File Anti-vi and Mail.Fu Agent.
Criar uma politica Importar politica d & ANLEYIrIS rar
Mail Anki-Yirus — Protection scope [&—
T— weh Anti-virus 0 Incoming and outgoing messages
ﬂ‘ Ep 10 MAC 1M Anti-¥irus i Incoming messages only
& Ep 10 5P 2 Win =
& Kaspersky Endpoint Security 10 Service Pack 1 Ma System Watcher - Scan methods =Ry
& Kaspersky Security Center 10 Mebwark. fgent Firewall W Chedkif links are listed in the database of malidous links
| . . Mebwork Attack Blocker ¥ Check iflinks are listed in the database of phishing links
& Mobile para Android
& Mobile para Android 5P MR2 BadU3E Attack Prevention
Advanced Settings
Application Settings res
Reports and Storages res
KSM Settings
Interface
KATA Endpoint Sensor
Perfis da poltica
wile K Cancelar | Aplicar |
A
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F. Kaspersky Security Center 10
= [ Servidor de Administrago WIN-1035YM2Q0C Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados
L[] Computadores gerenciados
E Dispositivos ndo atribuidos PDI iticas [N Propriedades: Ep 10 SP 2 Win E =] B4
31 A
E SE|EFDES de computadores Secdes System Watcher
= Politicas =
- _— . Y
: ;arefasd Computadores Politicas Anti-Yirus prokection ¥ System Watcher [@ @ Ieo
vangada . i
. 1 Corkas de Usurio General Protection Settings System Watcher receives information about application activity in the operating system and searches for
) - ] ) o threats that may be missing from anti-virus databases of the application.
[ Gerenciamenta de aplicativos Criar uma politica Importar politica d File Anki-Yirus ar
B Instalacdo remaota Mail Anti-Yirs [@ [ Enable Exploit Prevention B
B8 criptoarafia e protecdo de dados Do moe =_
[ Gerenciamento de Dispositivos Maveis Mome - Web Anki-Wirus sl '
), Checagem de rede & Ep 10 MAC 1M Anki-irus W Do not monitor the activity of applications that have a digital signature
= B repositérios @ Ep 10 5P 2 Win
- Atuslizagdes & Kaspersky Endpoint Security 10 Service Pack 1 Ma System Watcher ~ Action on threat detection & by
Hardware 2 . -
Guarentena E1 Kaspersky Security Cenker 10 Mebwork Agent Firewall e e =
E ES10WS
Backup " ] ) Metwork Attack Blocker
Arquivos ndo processados 51 Mabile: para Android
@ Mobile para Android SP MRZ BadUSE Atkack Prevention
) — Rolback of malware actions =
Advanced Settings
Application Settings W Roll back malware actions during disinfection b
Reports and Storages res
KSM Settings
Interface
KATA Endpoint Sensor
Perfis da poltica
=
wile K Cancelar | Aplicar |
A
4| | 0
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***¥ Importantissimo *** O modulo de Firewall é outro utilizado na contrecao contra RANSOMWARE

Y= EREN s

No Firewall s3o liberados ou blogueados os pacotes para RDP, PING, TELNET, etc; e cadastradas as REDES

F. Kaspersky Security Center 10
[=l El Servidor de Administragdo WIk-XI03SYM200C
L[] Computadores gerenciados

Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados

L1 Dispositivos néo atribuidos PO| ﬂ] cas EN Propriedades: Ep 10 SP 2 Win E W=l E
E_ll SE|EFEES de computadores Secoes Firewall
= Politicas =
Tarefas Cnmputﬂdures Politicas Anki-Virus protection ¥ Firewall ﬁ {22
= BB Avangado . .
A Contas de ususrio aeneral Protection Settings This component filters all network activity according to the specified rules,
[ Gerenciamenta de aplicativos Criar uma politica Importar politica d File Anki-Yirus ~ crewall rules B lar
B Instalacso remata Mail &nti-Virus - _ _ ’ .
E Ctiptografia e protecdo de dados ‘ — ‘ Configure rules for Application Privilege Control in the operating system.
[0 serenciamenta de Dispositivos Maveis Mome = Web Anki-Wirus -
Q Checag?m de rede & Ep 10 MAC 1M AntiVirus |W| Configure rules for network packets and data streams,
= B repositérios @ Ep 10 5P 2 Win =
* Alualizaces a K.aspersky Endpoint Security 10 Service Pack 1 Ma System Watcher - = ¥
Hardware " ) - Available networks - —
a X & Kaspersky Security Center 10 Mebwoark, gent Firewall
Larentena " i
E ES10WS Settings G th for network: ections,
Backup " ] ) Metwork Attack Blocker ‘;‘ onfigure settings for ne cennectans
Arquivos ndo processados & Mobile para Android
@ Mobile para Android SP MRZ BadUSE Atkack Prevention
Advanced Settings
Application Settings 25
Reports and Storages res
KSM Settings
Interface
KATA Endpoint Sensor
Perfis da poltica
wile K Cancelar | Aplicar |
A
l | i
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F. Kaspersky Security Center 10

L[] Computadores gerenciados
L1 Dispositivos néo atribuidos
I;_lI Selecies de computadores
= Pualiticas

P& Firewall

Application control rules  Network packet rules |Network5|

- Politicas

Secdes

by adding or editing network packet rules.

l—!‘-_,J Configure network packet rules

Kaspersky Endpaint Security 10 for Windows manitors inbound and outbound network activities by ysifg network packet
rules created by default. You can create a new set of conditions and actions to take on netwo

# Add f Edit #& Delete ? Move up %- Move down

Metwork service

Requests to DMS server over TCP
Requests to DNS server over LIDP
Sending email messages

Any network activity

Any network activity

Remote Desktop netwark activity
TCP connections through local ports
UDP connections through local ports
Incoming TCP stream

Incoming LIDP stream

ICMP Destination Unreachable incoming responses
ICMF Echo Reply incoming packets

L |

< IR IR R

CABRERO6

Trusted networks
Local networks

Wf -alowed @ - blodked -process according to the application rule

= [ Servidor de Administrago WIN-1035YM2Q0C Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados

[ Propriedades: Ep 10 SP 2 Win E N =] B

Firewall
| PZ Network rule

Action:
Mame:

W Protocol:
Direction:
Remote ports:

Local ports:

Metwork adapters:

[ m:

Remote addresses:

Local addresses:

IF‘.emnte Desktop network activity

cp

IInbnund

|3339

Interface t... | IP addresses | MAC addre... | |

gF Add & Edit ¥ Delete

IAny address

I-"-ﬂ‘r' address

'es

TEs
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F. Kaspersky Security Center 10
= B Servidor de Administracgo WIN-xI035WMZ00C Servidor de Administracao WIN-XI035VM200C = Computadores gerenciados
L[] Computadores gerenciados .
L1 Dispositivos néo atribuidos PO| ﬂ] cas [ Propriedades: Ep 10 SP 2 Win Ed M=l E
I;_lI Selecies de computadores = .
= Paliticas Secoes Firewall
V¥ Firewall [& =
This component filters all network activity according to the specified rules.
| Application contral rules I MNetwork packet rules ~Eirewall rules E_  kar
#. Add y Ed& 3 Delete ‘ — Configure rules for Application Privilege Control in the operating system.
IP address . . -
192.168.0.0/16 ‘ Settings Configure rules for network packets and data streams.
__________ _ y = ¥
i } Available networks i
P& Network connection -
‘ Settings Configure settings for network connections,
Name: [REXCON Principal
Status:
res
IP address:
res
For example:
Configurar a rede como LOCAL ou TRUSTED para permitir a
utilizacao de recursos compartilhados
K | Cancelar | Aplicar |
A
I i
juda v KASPERYKY#
Politicas: 7 | Portuguese (Brazil)
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F. Kaspersky Security Center 10
= B Servidor de Administracgo WIN-xI035WMZ00C Servidor de Administracao WIN-XI035VM200C = Computadores gerenciados
L[] Computadores gerenciados
E Dispositivos ndo atribuidos PDI iticas [N Propriedades: Ep 10 SP 2 Win K M=l E4
31 A
Q' Selecdes de camputadares Secbes Network Attack Blocker
= Politicas =
Tarefas Computadores Politicas Anti-Wirus prokection 1% Network Attack Blocker & jpo
= BB Avangado . .
A Contas de ususrio aeneral Protection Settings Kaspersky Endpoint Security 10 for Windows detects and defends your computer against network
[ Gerenciamenta de aplicativos _ File Anki-Yirus R e
Criar uma politica Importar politica d : ) zar
B Instalacdo remata P P P R — Metwork Attack Blocker settings [ —
) ) " Mail Anki-Yirus
B Criptografia e protecdo de dados W Add the attacking computer to the list of blocked computers for I GU_% mir.
[ Gerenciamento de Dispositivos Maveis Mome - Web Anki-Wirus
Q, Checag?m de rede & Ep 10 MAC 1M AnticYirLs ‘ Exdusions Configure addresses of exdusions
= B repositérios @ Ep 10 5P 2 Win =
’ Atu;llza;nes & Kaspersky Endpoint Security 10 Service Pack 1 Ma System Watcher . Y
kel
Har watre & Kaspersky Security Cenker 10 Metwaork fgent Firewall & Exclusions
g::kr;n o & KS10WS Mebwork Attack Elocker
A uivpu:us &0 orocessados & Mobile para Android List of IP addresses from which network attacks will not be
H P & Matile para Android SP MRZ BadUsE Akkack Prevention blodked, Information about such attacks will not be logged.
Advanced Settings P addresses:
a9 Add &7 Edit 3 Delete
Application Settings 25
Reports and Storages res
KSM Settings
Interface
KATA Endpoint Sensor
Perfis da poltica
wile ancelar | Aplicar |
A
1]
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F. Kaspersky Security Center 10
[=l El Servidor de Administragdo WIk-XI03SYM200C

=12 ]
Ale Action Vew el *** Importantissimo *** Para Impedir que o usuario desative, desinstale, saia do AV, etc
e smolEc | . T

¥, .

Servidor de Administracdo WIN-XI035VM20Q0C = Computadores gerenciados

L[] Computadores gerenciados
L1 Dispositivos néo atribuidos

Politicas [X Propriedades: Ep 10 SP 2 Win K M=l E1
0! selecies de computadores o .. .
= Politicas Secoes Application Settings
Tarefas Computadores Politicas Anki-Virus prokection = oo
= BB Avangado i ] |& - Self-Defense Settings
, aeneral Protection Settings v ble Self Defen
['% Pascword protection —— EEiEds REEEE
wle][liTe s fIE ANLENIS | Disable external management of the system service ar
Password protection allows you to set restrictions on the management of some or all Rl Anki-Wirus [& — Operating mode
features and settings of Kaspersky Endpoint Security 10 for Windows. This reduces the S — ) » ) -
risk of unauthorized or unintended changes in the functioning of the application. Web Ank-Y | Settings | Settings of dump writing, rights to run group tasks and resource distribution
Recommended default value for the user name is KLAdmin. o —
I Anti-Virus [& - Proxy Server Settings
L pack 1 Ma System Watcher | Settings | Address is defined automatically, port 80 Yy
User name: Ikaspersky Agent Firewsl [& — Password protection
New password: I Mebwork Aktack Elocker | Settings | Password protection: Enabled
BadUsE attack Prevention =
Confirm password: I /@ — Background scan
Advanced Settings ™ Perform Idle Scan
- Password sco
pe Application Settings [& - Scan removable drives on connection B3
Configure application settings Reparts and Starages Action on removable drive connection: W -
Exit the application _ - ) o
Disable protection components kSN Settings Maximum removable drive size: I 41]96_% ME
Disable contral components Interface
Disable Kaspersky Security Center policy KATA Endpaint Sensor
Remove key _ _
Remove / modify / restore the application Perfis da politica
Restore access to data on encrypted drives -
D iew reports )
wile K | Cancelar | Aplicar |
Select all Clean all
A
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ajuda v KAJPERJKYS
|F‘|:|I|'ti|:as: 7

f“"Startl J L.Em2¢ “r_ Kaspersky Security C...

I
| Portuguese (Brazil)

|PT |5 €K s 2:11em




Boas praticas para protecao de endpoints
Tarefas de Atualizacdo / Varredura / Inventario

Para Tarefas de Atualizacao de Base de Dados:

* Até 10.000 o KSC deve buscar de um em uma hora, e entregar aos
Endpoints quando encontrar atualizacdes

* A partir de 10.000 o KSC deve buscar de um em uma hora, e
entregar aos Endpoints de seis em seis horas, ou uma vez ao dia



r& Kaspersky Security Center 10

File  Action Wiew Help

Aqui vemos a configuracao do repositorio de atualizacoes do KSC; O KSC busca dos servidores da

M= E3
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Kaspersky Lab, para depois entregar aos Endpoints ( por outra tarefa de atualizacao )

F. Kaspersky Security Center 10
[=l El Servidor de Administragdo WIk-XI03SYM200C
] Computadores gerenciados
L1 Dispositivos néo atribuidos
I;_lI Selecies de computadores
= Pualiticas
Tarefas
= BB Avangado
AL Contas de usudrio
[ Gerenciamenta de aplicativos
B Instalacdo remaota
B8 criptoarafia e protecdo de dados
D Gerenciamento de Dispositivos Moveis

Zhecagem de rede
?%W
- Atualizactes
Hardware
Quarentena

Backup
Arquivos ndo processados

servidor de Administragdo WIN-XI035VM2Q0C = Avancado > Repositorios = Atualizagdes

Atualizacdes

Atuzlizactes do banco de dados e mddulos de software.

Baixar atualizagdes

Adicionar/Remover colunas

Mome

Relatario de uso do banco de dados

Agbes adicionais ¥

¢ Modificar configuracdies de atualiz

Configurar a atualizagao em estagoes de tra

30 do repositério
alho

| Descricdo

| Criada =

| Recebido

Atualzar

Versdo de banco de dados:

Os bancos de dados estdo atualizados: 2
Atualizado nas Gltimas 24 horas: 0
atualzade nos Gltimos 3 dias: 0
Atualizado durante os Gltimos 7 dias: 0
Atualizado ha mais de uma semana: 0

| -

| Tamanho

* Rootkit scan databases

* Autorun objects scanner

* Anki-Banner databases

* Startup objects scan and advanced disinfect, .,
* Firewall databases

* Security Analyzer

* Wulner ability Scan

* Kaspersky Security Cenker patches
* Proactive Defense databases

* Web Control databases

+ Databases of phishing URLs

- System Wakcher

* Proactive Defense databases

* Anki-virus databases

* KSM service

= Urgenk Detection Syskern

= Natahases af malicions and nhishinn 1R1 s

Data For the rootkit detection module

IJpdates for autorun objects scanner that uses Anti-Roat. ..
URL masks For the Anti-Banner component (For version ...,
IUpdates required for startup objects scan and advanced ...

Description of bypical network, attacks
AMZ utility dakabases

IJpdates for Yulnerability Scan task of Kaspersky Security., ..

Kaspersky Secority Center patches
Descripkions of dangerous and suspicious ackivity bypes

Databases For streamlined scanning (Far versions 6.0 MP...

IUpdates for databases of phishing URLs
Updates For Syskem \Watcher
Data For the hewriskic analvzer

Descripkion of viruses and other dangerous programs (For ..,

Updates far K5
IUpdates For Urgent Detection Swskem

lisk af malicinn s and nhishina 1R S

7H10f2017 1:28:00 AM
7H0f2017 1:29:00 AM
B/21/2017 4:49:00 AM
BI21J2017 6:18:00 AM
BI21/2017 7:37:00 AM
B/29/2017 5:08:00 AM
Si7I2017 24400 AM
972017 10:46:00 AM
9182017 4:46:00 AM
9/8/2017 5:30:00 AM
9{3/2017 7:55:00 AM
9i8/2017 ::32:00 AM
9/8/2017 10:04:00 AM
9y8f2017 10:04:00 AM
9y8/2017 10:06:00 AM
9{3/2017 10:06:00 AM
QA7 101100 &AM

71312017 9:02:12 PM
71412017 5:00:03 AM
8/21/2017 6:04:19 &AM
FI3/2017 9:22:25 PM
BI21/2017 2:03:13 AM
g/29/2017 1:117:53 PM
Q72017 10:11:33 AM
8/14/2017 6:00:44 AM
Q/8/2017 6:13:01 AM
/3/2017 7:11:04 AM
Qfgf2017 10:07:11 AM
Qf8f2017 12:59:23 PM
/812017 1:59:24 PM
Q/a/2017 1:59:25 PM
Q/a3/2017 11:59:52 AM
Sf26/2017 4:13:16 AM
IRIPMIT 17:59: 25 PM

2569 KB
F3OKB
2153 KB
399 KB
1179 KB
266 KB
4527 KB
41599 KB
280 KB

3 kB

1877 KB
11927 KB
37157 KB —
317485 KB
1655 KB
435 KE

12739 KR ;I
KASPER§KY#
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F. Kaspersky Security Center 10
[=l El Servidor de Administragdo WIk-XI03SYM200C
] Computadores gerenciados
L1 Dispositivos néo atribuidos
I;_lI Selecies de computadores

L Contas de usiEm
[ Gerenciamenta de apl
B Instalacdo remaota
B8 criptoarafia e protecdo de dados
D Gerenciamento de Dispositivos Moveis
), Checagem de rede
= B repositérios

- Akualizacdes
Hardware
Quarentena
Backup
Arquivos ndo processados

Senvidor de Administracdo WIN-XI035VM20Q0C = Tarefas

Importar tarefa de um argui

Adicionar/Remover colunas

Tarefas

Mome =~

E

Backup de dados do Servidor de .ﬁ.dminist;nfén

Baixar atualizacoes para o repositario |

| i { (<G O 6

|=| Encontrar vulnerabiidades e atualizacdes requeridas
_1 Ep 10 5P 2 Win - Checking connection with K50
"=|Ep 10 5P 2 Win - Interity check

"=|Ep 10 5P 2 Win - Invenkary

_: Ep 10 5P 2 Win - Update Database

Ep 10 5P 2 Win - ¥irus Scan

Execukar a sincronizagdo do wWindows Update
Implementar Kaspersky Endpaoint Security 10 para Wine
Implementar Kaspersky Security Center Mebwork Agent

=] Instalar akualizacdo
Instalar atualizagdes requeridas e corrigir wulner abilidac

Inskalar Endpoint

=] KS10W'S - Ackivation of Application

_1 KS10W'S - Application Inkearity Cankral

=] KS10WS - Database Update

=] K510WS - On-Demand Scan

S| KS10W'S - Rule Generator For Applications Launch Cont
__ K510WS - Software Modules Update

_1 Manutencdo do banco de dados

_1 Relatdrios de entrega

_1 Verificagdo RApida de virus

El Propriedades: Baixar atualizacies para o repositério
Secoes Programacao
zeral .
Inicio programado:
Motificag s —
PHeaEao I.ﬁ. cada N horas j
Configuracdes . 1 "
Inicio do inkervalo Ch): =
Verificagdo de atualizagties
Sequranca Iniciar no ponko no kempo:
Friday , May 26, 2017 MR =
[ Executar tarefas perdidas
™ Definie attase noinicio da karefa automaticamente
™ | Randomizar oinicio da karefa com) o inkersale (ming: 1 _:|
Avan;ado
e Zancelar | aplicar |
A
Ouad ¥  IAYFERJINT =

|TareFas: 23

f"'Sl:arl:l J =2l 28 “r_ Kaspersky Security C...

Portuguese (Brazil)

| PT

« K w237 PM



r& Kaspersky Security Center 10 !E E
File  Action Wiew Help
&= |7l 4 B HFE
F. Kaspersky Security Center 10
= B Servidor de Administracgo WIN-xI035¥MZ00C Servidor de Administracdo WIN-XI035VM200C = Tarefas
] Computadores gerenciados
L1 Dispositivos néo atribuidos Ta refa g
I;_lI Selecies de computadores
= Pualiticas

Tarefas Importar tarefa de um arguiv
F gm Avancado

AL Contas de usudrio
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Boas praticas para protecao de endpoints
Atencao ao painel do servidor

Atender as indicacoes em vermelho:

* Atualizacoes de produtos que necessitam de aprovacao
e Atualizacoes do KSC

* \Vulnerabilidades encontradas
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Estatisticas Relatdrios Eventos

v Implementacao

ersdes mais recentes de aplicativos da Kaspersky Lab.

* | Instalar o Kaspersky Anti-Virus
Gerenciar chaves

Relatdrio de implementacdo da protecdo

¥ Protecdo do computador e verificacdo de virus

Foi detectada uma vulnerabilidade de software em computadores diente.

» | Editar politica de protecdo para estactes de trabalho

» | Editar tarefa de verificacdo de virus para estagdes de trabalho
Gerenciar aplicativos em computadores cliente

+ Monitorar

Eventos criticos registrados no Servidor de Administracdo.
Eventos de erro registrados no Servidor de Administracdo.
| Visualizar status da protecio

Ver pedidos de usudrio

Editar configuracies de notificacdo

Servidor de Administragao WIN-XI035VM2Q0C (WIN-XI035VM2Q0C\Administrator)

Configuracdes do servidor

v Gerenciamento de computador

* | Visualizar estrutura de computadores gerenciados

Configurar & colocacdo automética de computadores em grupos de administraco
Ver dispositivos nao atribuidos

v Atualizar

Atualizactes de produtos da Kaspersky Lab ndo aprovadas

*| Ir para a pasta de Atualizactes
Reportar sobre os bancos de dados de antivius em uso

v Servidor de Administracdo

A atualizacdo "patch_10_3_407_server_5F1.exe” esta disponivel para o Servidor de
Administracdo e requer uma aprovacdo de instalacdo do administrador,

* | Propriedades do Servidor de Administragdo
Ver informacies sobre 2 chave do Servidor de Administrac3o
Configurar funcionzlidade exibida na interface do usugrio
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