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Objective

This article describes how to reset the password of the XenServer Host.

Note: The boot loader has been changed during one of the previous releases of XenServer. Therefore, this article contains two
procedures based on the XenServer versions.

Instructions

To reset the password of the XenServer host, complete one of the following procedures based on the versions used:

e Reset Password in XenServer Version 4.1 and Earlier

e Reset Password in XenServer Versions 5.x and 6.x

Reset Password in XenServer Version 4.1 and Earlier

To reset the password in XenServer versions 3.1, 3.2, 4.0, or 4.1, complete one of the following procedures:

e No media Required

e Media Required

No Media Required

To reset the password, complete the following procedure:
1. Restart XenServer.

2. Press E, at the GRUB prompt.

http://support.citrix.com/article/CTX 116019 1/4


http://www.citrix.com/
http://support.citrix.com/
http://www.citrix.com/
http://training.citrix.com/mod/ctxcatalog/course.php?id=1527
javascript:window.print();
javascript:;
http://support.citrix.com/profile/watches/
https://www.citrix.com/login?url=http%3A%2F%2Fsupport.citrix.com%2Farticle%2FCTX116019
https://www.citrix.com/login?url=http%3A%2F%2Fsupport.citrix.com%2Farticle%2FCTX116019

11/05/2016 How to Reset Root Password for XenServer Host

GNU GRUB versior 97 { upper memory)

er > £ r Rm te up within

XenServer (Serial)

3. Switch to the line, module /boot/vmlinuz-2.6-xen root=LABEL=root-slwniknb ro console=tty0, as shown in the following

screen shot:

kernel /boot/xen.gz coml=115200,8nl console=coml,tty donl_men=75ZH lo
nmodule sboot/vmlimuz-2.6-xen root=LABEL=root-slimiknb ro console=ttyl
module /bootfinitrd=2.6=xen.ing

4. Modify the line as the following:
module /boot/vmlinuz-2.6-xen root=LABEL=root-pfbsesrv ro console=tty0 single

5. Press Enter.
6. Press B.

7. After XenServer starts in a single user mode, type passwd root and set the new root password.

8. Run the reboot command to restart XenServer.

Procedure — Media Required
To reset the password, complete the following procedure:

1. Restart the XenServer Host and boot from the XenServer installation CD.
2. Press ALT+F2 to log on to virtual console 2.

3. Run the following command to create a mount point:
# mkdir /mnt/root-p

4. Run the following command to check for a root file system partition:
# fdisk -
Note: Most likely the boot partition will be labeled with “*”. Skip this step if you know the location of the root file system
resides.

5. Run the following command to mount the root file system of the XenServer host:
# mount /dev/sdal /mnt

6. Run the following command:
# chroot /mnt/root

7. Run the following command to change the password:
# passwd

8. Run the following command to exit the chroot environment:
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#exit

9. Run the following command to restart the XenServer Host, remove the CD, boot from the hard drive, and log on with the new
password:
# reboot

Reset Password in XenServer Versions 5.x and Later

To reset the password in XenServer versions 5.0, 5.5, 5.6, 6.0, 6.0.2, 6.1, and 6.2, complete the following procedure:
1. Migrate any running Virtual Machines (VMs) to other servers or shut them down if you use a standalone server.
2. Restart the XenServer.
3. When the server completes the BIOS procedures, type menu.c32 at the boot: prompt and press Enter.

4. Highlight the default boot option (for example, xe or xe-serial) and press Tab key.

=xe-serial
safe
fallback

fallback-serial

fiutomatic boot in 3 seconds...

5. Replace "vga=785 splash” with linux single.

Xe

xe-serial

safe

fallback
fallback-serial

> mboot.c3Z2 ~sbootrxen.gz mem=1024G dom®_max_vcpus=1 dom@_mem=752M,max:75ZM watch
og_timeout=300 lowmem_emergency_pool=1M crashkernel @32ZM cpuid_mask_xsave_ea
=0 console=vga vga=mode-0x0311 --- ~boot- vgli ot=LABEL=root-reamna
[ku ro xencons=hvc console=huc® console=tty@]linux sbootrsinitrd-2.6-xe

6. Press Enter to boot into Linux's single user mode. You should eventually be dropped into a command line prompt.

[Stacting udew;

[Loading default keymap (us):

[Fetting hostmname wvirtualxen:
hecking filesyste

ms
root-reamnaky: clean, 27748/524288 files, 494997/1848324 blocks

i root filesystem in read-write mode:
i ocal filesvstems:

nabling ~etc/fstah swaps:

'unglgg interface-rename:

D e

7. Run the passwd command to change the root password:
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[Stacting udev:
g default keymap (usd:
[Setting hostname wvirtualxen:
hecking filesystens ~
root—reamnaky: clean, 27740324288 fFiles, 4949971048324 hl.

emountini root filesystem in read-write mode:
o B

1]
=
(]

Hounting cal filesystens:
nabling Setc/fstab swaps:
Running interface-rename:
h-3.2 passwd
ing password for user root.
FASSWO

r——— ——

. After setting the root password, run the following command to reboot XenServer:
reboot

Note: This procedure also allows other kernel parameters to be applied to the host XenServer.
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